









CHAPTER    TITLE      PAGE 
 
  DECLARATION         ii 
DEDICATION         iii 
ACKNOWLEDGEMENTS       iv 
ABSTRACT         v 
ABSTRAK         vi 
TABLE OF CONTENTS        vii 
LIST OF TABLES         x 
LIST OF FIGURES         xi 
LIST OF ABBREVIATIONS       xii 
LIST OF APPENDICES       xiii 
 
1  INTRODUCTION 1 
1.1 Introduction 1 
1.2  Background of the Problem 1 
1.3  Problem Statement 3 
1.4  Project Aim 4 
1.5  Project Objectives 4 
1.6  Project Scope 4 
1.7  Significance of Project 5 
1.8  Summary 6 
2 LITERATURE REVIEW 7 
2.1  Introduction 7 
2.2 Trusted Platform Module (TPM) 7 




  2.2.2  What is Trusted Platform Module 9 
  2.2.3 Key Hierarchy 11 
  2.2.4 Trusted Platform Module Application 11 
2.3 Virtualization of Trusted Platform Module 12 
  2.3.1  Overview 12 
  2.3.2  Virtualization 14 
  2.3.3  Virtual Machine Monitor 14 
  2.3.4  Virtualization Requirement 15 
  2.3.5 Current Research and Application 16 
2.4 Migration of vTPM 20 
  2.4.1  Definition 20 
  2.4.2  Migration Theory 21 
  2.4.4 Migration models 22 
  2.4.5  Migration Application 23 
2.4 Summary 25 
3 RESEARCH METHODOLOGY 27 
3.1 Introduction 27 
3.2 Overview 28 
3.3 Information eliciting 29 
  3.3.1 TPM Emulator Summary 29 
  3.3.2 TPM Emulator Analysis 30 
3.4  TPM Emulator Installation and Configuration 30 
  3.4.1  TPM Emulator Installation 30 
  3.4.2  How to use TPM Emulator 31 
3.5 Analysis of Current Processing 32 
  3.5.1 TPM Emulator to Support TCP Client 33 
  3.5.2  Migration of vTPM States 33 
3.6 Assessment Migration Setup between Platform 33 
  3.6.1 vTPM Manager Model 35 
  3.6.2 vTPM Client Model 35 
3.7   Design code 35 
  3.7.1  TPM Emulator 36 
  3.7.1 vTPM Manager 38 
  3.7.3  vTPM Client 39 
3.7 Testing code 39 
3.8 Implementation 40 
3.9 Summary 40 
4 IMPLEMENTATION AND FINDINGS 42 
4.1 Introduction 42 
4.2 Implementation specification 43 
  4.2.1 TPM Emulator 43 
  4.2.2  vTPM Manager and vTPM Client 43 
  4.2.3  vTPM Database 44 
4.3 Migration vTPM Data Flow Architecture 44 
4.4 Development 46 




 4.4.2     vTPM Database 46 
   4.4.3 vTPM Manager 48 
4.5 Testing Run 52 
  4.5.1 TPM Emulator 52 
  4.5.3  vTPM Manager A 55 
  4.5.3 vTPM Manager B 55 
4.6 Simulation Run 57 
4.7 Findings 60 
  4.7.1 TPM Emulator 60 
4.8 Summary 62 
5 DISCUSSION AND FUTURE WORK 63 
5.1 Introduction 63 
5.2 Findings 63 
5.3 Previous Study 64 
5.4 Comparison with vTPM by IBM 65 
5.5  Summary 65 
6 CONCLUSION 66 
6.1  Introduction 66 
6.2  Future Work 66 
6.3  Research Contribution 67 
















TABLE NO.    TITLE     PAGE 
 
 
2.1   TPM architecture description     10 
3.1  TPM Emulator Major Functions    29 
3.2  TPM tools commands      32 
3.3  Description of Components Architecture   34 
4.1  Software Requirement TPM Emulator   43 
4.2  Software Requirement vTPM Manager and Client  43 
4.3   Software Requirement vTPM Database   44 
4.4   Database schema for table rm_vtpm    47 
4.5   Database Schema for table rm_vtpm_pid    47 
4.6   vTPM Manager Configuration File    48 
4.7  List of functions for resourcemanager.cpp   50 












FIGURE NO.   TITLE      PAGE 
 
 
2.1   TPM architecture      10 
2.2  Overview of TPM Emulator package    16 
2.4  vTPM architecture      18 
2.5   Basic TPM key migration at a glance    21 
2.6   Key migration flow      23 
2.7   vTPM migration protocol     25 
3.1   Project methodology      28 
3.2  Basic implementation architecture    34 
3.3  Added to tpmd.c      36 
3.4  The remove function in tpmd.c    37 
3.5  The replacement function at tpmd.c    38 
3.6  vTPM manager flow      39 
3.7   vTPM client flow      39 
4.1   Data flow architecture     45 
4.2  TPM emulator modified result    54 
4.3  vTPM database      54 
4.4  vTPM manager A result     55 
4.5  vTPM manager B result     56 
4.6  vTPM client result       57 
4.7  Flow of simulation migration vTPM states   57 
4.8  vTPM manager A result after received request   58 
4.9  states tpmd created at vTPM manager A   59 
4.10   vTPM manager B result after received request   59 





















TC   Trusted Computing  
TCG   Trusted Computing Group 
TCB    Trusted Computing Base 
TPM   Trusted Platform Module 
vTPM   Virtualization Trusted Platform Module 
VMM   Virtual Machine Monitor 
VMMM  Virtual Machine Monitor Management  
VM   Virtual Machine 
TCPA   Trusted Computing Platform Alliance 
NGSCB  Next Generation Secure Computing Base 
ETS   Embassy Trust Suites 














APPENDIX     TITLE     PAGE 
 
Appendices A  Gant chart        72 
 
 
 
 
 
